
Fraud: 
Like Other Stuff… 
It Happens

TCMA 2024 Spring Conference



“There is no kind of 
dishonesty into which 
otherwise good people 
more easily and more 
frequently fall than that of 
defrauding the 
government.”
    - Ben Franklin



Objectives

• Review real-life fraud examples from Tennessee 
Comptroller’s Office investigation reports
• Discuss occupational fraud and the fraud triangle
• Discuss internal controls
• Review fraud statistics and common fraudster red flag 

behaviors





Case #1

Background:
• Population: 2,000
• 45 Employees
• Mayor and 5 Aldermen
• City Recorder responsible for 

all financial affairs
• Utilities – Water, Sewer, Natural 

Gas



Case #1



Case #2

Background:
• Population: 4,000
• 62 Employees
• Mayor and 4 Aldermen
• Water, Sewer, Street



Case #2



Case #3

Background:
• Population: 300
• 9 Employees
• Mayor and 6 Aldermen
• Police Department



Case #3



Case #3



Case #3



Case #3



Case #4

Background:
• Population: < 500
• One part-time employee - City 

Recorder
• No City Hall until 2022
• City Recorder allowed to work 

remotely



Case #4

Background:
• 4 years behind on audits
• Auditor from the Comptroller’s 

Office attempted to set up 
multiple meetings with the city 
recorder



Case #4



Case #4



Case #4



Case #5

Background:
• Population: < 1,500
• Wastewater Treatment Plant
• Plant personnel perform 

sample tests and analyses on 
treated wastewater.
• Results are monitored to 

ensure pollutants are not being 
discharged into the water 
system.



Case #5

Background:

Former 
plant 

supervisor

Retired 
supervisor

Plant 
employee



Case #5



Case #5



Case #5



Case #6

Background:
• Population: > 50,000
• City Garage
• Provides preventative 

maintenance and repair 
services to city fleet and 
equipment
• Responsible for conducting 

annual safety inspections on 
local taxicabs



Case #6

Background:
Administrative Support Technician responsibilities include:
• Managing p-card records
• Vehicle inventory process
• City-owned gas pumps
• Data input
• Purchase order requests
• Remitting money collected by garage personnel



Case #6



Case #6



Case #6



Occupational Fraud
The use of one’s occupation 
for personal enrichment 
through the deliberate misuse 
or misapplication of the 
employing organization’s 
resources or assets.

This Photo by Unknown Author is licensed under CC BY-SA

https://www.thebluediamondgallery.com/typewriter/f/fraud.html
https://creativecommons.org/licenses/by-sa/3.0/


Why are local governments vulnerable?

• Size of municipality
• Part-time employees
• Budget constraints
• Culture
• Lack of oversight



Why are local governments vulnerable?

• Denial – “Fraud won’t happen here”
• Poor internal controls
• Poor segregation of duties
• Overreliance on certain employees
• Lack of interfacing of IT across various departments
• Tone at the top



The Fraud Triangle



Internal Controls
TCA § 9-18-102
(a) Each agency of state 
government and institution of 
higher education along with 
each county, municipal, and 
metropolitan government shall 
establish and maintain internal 
controls…



Internal Controls – Five Components

Control Environment

Risk Assessment

Control Activities

Information & Communication

Monitoring



Control Environment
• Integrity & ethical values
• Oversight responsibility
• Organizational structure
• Commitment to competence
• Accountability



Risk Assessment

What are our goals 
and objectives?

What could go 
wrong?

Where are we 
vulnerable?

How could 
someone steal in 
this department?

What is the 
process for 

collecting money?

What is the 
process for 

purchasing/paying 
bills?



Risk Assessment

Define goals & 
objectives

Identify 
possible risks

Assess 
likelihood & 

impact
Consequences Risk response



Fraud Risk Assessment

Consider how 
fraud could 

occur

Identify 
possible fraud 

risks

Assess 
likelihood & 

impact
Consequences Risk response



Risk Assessment Benefits

Increases awareness of 
department objectives, 

risks, fraud risks, 
purpose of existing 

controls, etc.

Analyze current 
controls to ensure they 

are sufficient. 

Review updates/ 
changes to department 

– key personnel, 
processes, programs, 

budget, etc. on a 
periodic basis.



Control Activities

• Actions established by management through policies 
and procedures to achieve objectives and respond to 
risks



Types of Controls

Preventive
• Deter undesirable events
• Help prevent loss
• Emphasize quality
• Proactive

Detective
• Detect undesirable events
• Provide evidence of loss
• Do not prevent loss
• Provide evidence that preventive controls are functioning



Preventive Control Techniques
• Segregation of duties
• Proper authorization for transactions
• Adequate documentation
• Physical control over access
• No blank, signed forms
• Question unusual items
• Ongoing training
• Communicate internal control policies & procedures



Detective Control Techniques
• Reconciliations performed timely
• Reviews of performance – budget to actual comparison
• Physical inventories
• Review payroll payouts/reports
• Review adjustment reports
• Audits





Who is the Fraudster?



Level of Authority



Where did they work?
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How old is our fraudster?
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Gender of the fraudster?



Fraudster info

• 84% displayed at least one behavioral red flag

• Only 5% had a prior fraud conviction



Our fraudster is...



Common Red Flags

• Living beyond means
• Doesn’t want to cross-train
• Family problems
• Behavior
• Addiction
• Refusal to take time off
• Relationship with vendors



Other Fraud Facts
• Once discovered, nearly half is never recovered
• External auditors rarely identify fraudulent activity
• Unmodified opinions on the financial statements do 

not mean that fraud is not occurring
• Fraud can easily occur and your books still be in 

balance







Professional Skepticism
• An attitude that includes a questioning mind and a 

critical assessment
• Use when implementing and assessing internal 

controls
• “Trust, but verify.”



Suspicion of Fraud in Tennessee
• Municipal officials must report 

reasonable suspicion of fraud, waste, 
or abuse to the Comptroller’s Office 
within five working days
• External auditors required to report 

fraud immediately
• Failure to take action required by a 

position of authority is a lapse in 
professional integrity





Contact Information
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